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Abstract

Let us not exaggerate if we describe the stoewbrism, written or made
by politicians to achieve the aims of interest veher comes out that the
fingersgoexchanged between the politicians accus®h ether as a terrorist.

Apart from entering in to this empty circle, tmism as a political product is
iIssued to some others and it has become alegabpieson at the international
and domestic levels not only was directed on theraions from state to state, but

has spilled over in to the borders of the staselit

Where several methods and manifestations of temorry in recent years,
terrorists have resorted to the use of modern seiand its applications for access
to their belongings and achieve their goals. whin advent of the internetin recent
years which becomes a means of communication pa&ellerce of so-
calledterrorist groupsespecially those associated with groupsorganizedhé¢o
extent that this medium has become a one of thethods for media have
emerged depending on the terminology and vocabuag new concepts and

arrived to the internet like the term "cyber teisor”.

There are several reasons led us to the selectitimsotopic, including the
lack of reliable sources in this regard with natdieed one of the commentators to
look at this issue in terms of the internationainanal was one of the reasons that
drove us to this selection from among the manyllesgaes, add to that,Iraq as a
country, suffers from too many terror attacks hasdme more concerned than

others to address this issue.



In order to clarify this issue, we raised tfigision of the thesisin to three
chapters, the first chapter, have been allocatedhech to study the definition of
the crime of cyber terrorism in three sectionsasatiethe first to study the concept
of cyber terrorism and the second to demonstragefahms of cyber terrorism
while we have dedicated the third to demonstréte crime of cyber terrorism.

The second chaptercontainstheelements of the avinwyber terrorism and its
manifestations and we have dedicated the firsidplaly the pillars and elements
of the crime of cyber terrorism, while devoting thecond to display the aspects

of the crime of cyber terrorism.

While we have dedicated Chapter Il to illustrdte international cooperation
in the face of the crime of cyber terrorism andsuigdiedit in four sections which
we devoted the firststatement of judicial cooperatieither the second statement
of extradition andthe thirdstatementof internationaoperation in the field of
training to cope with crimes related to cyber tasmm and the fourth to show ways

to combat cyber terrorism.

As for the conclusion we devoted it to the mostomgnt thing we have reached

from conclusions and recommendations.



1- The difficulty lies in the terrorist act thas not limited to direct act of
aggression to the enemy but it also extends tcomat of other countries and
funds belonging to other countries and this is gpshthe main reason that makes
the world now interested in cooperation to combattism, particularly that done

by individuals.

1 There are great reasons leading to the difficuftproving the crimes of cyber

terrorism and most notably:

* A crime which they did not leave a trace of teathey did it.

* The difficulty of keeping the technical effecifsany.

* It needs the technical experience and it isdiffi for the traditional detective to
deal with.

* It is based on deception and misinformation m ¢bmmission in identifying the
perpetrators.

» It depends on the top of intelligence in the consimis.



1. ata local and domestic level:

A. Legislative intervention to address the shortcgwminn the legislation and
existing laws, or update the text explicitly tonsmalize the use of modern
scientific techniques of harming state securitynfravithin and from abroad like
some Arab countries like Oman and Saudi Arabia.

B. Seeking to develop a law of the Internet thatudek in one aspects of Internet
crime in both its objective to criminalize illegakts on the internet, shall be
punished so that explains procedures for inspectidhe computer and adjust the
information that it contains and controlit whiletravels and let the points-based
inspection set the computer programs and informatm programs and in
accordance with the conditions of the normal inspagrocedures.

2-At the international level:

A. Coordination and exchange of information and eepee between the devices
involved in combating terrorism through the Intermeall countries of the world.

B. Transfer of technology used in developed countndbke fight against terrorism
over the internet to countries that do not have tiaxchnology.
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International Police Co—Operation", Clarendon press, Oxford, 1989, p.
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